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Security Tree Example

What the customer What the project What the architect What the developers
explaint leader understood designed implemented

What the marketing What the customer
presented really needed
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Cybersecurity on Component Level

Agenda

1. Cybersecurity: what are you thinking about? '-':

2. Cybersecurity matters before starting
projects

3. Threat Analysis and Risk Assessment —
Why can the risk help us?

4. Cybersecurity — Traceability, Coding Rules,
Static Code Analysis, Unit-Testing

5. Security Documentation
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Cybersecurity: what are the terms you thinking about?
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Datasheet

ecomatControHer/ 124
Safety S| 2, PLd

Super Secure

fits every machine
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Buzwords

Cybersecurity — Buzzword Development

Certificates / Keys Responsibilities

+ Verify identity - Certificate Management

+ Ensure data integrity - Revocation in case of compromise

+ Trustworthiness - Periodic Certificate Renewal

+ Well known in the IT World

“Get in contact with your IT department -
they have the experience”

. Images on this slide were Al-generated by Microsoft Copilot
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Process & Organization Assessment
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Cybersecurity matters before starting projects
Project idea”
Best Cloud
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Cybersecurity matters before starting projects

ones

1: Cloud Cloud
r. 2: Cabin or control panel zone Cloud-ready
f’: 3: Machine internal zone Shopfloor

Define

Fieldbus
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Why can the risk help us?

RISK ANALY
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TARA -.Why can the risk help us?
Define Scope

1.ecomatDisplay
2.Ethernet
3.Camera
4.BasicController
5.CAN

6.RFID system

7 .BasicDisplay
8.Sensor (digital)
9.Analogue sensor

@ Presentation title

10.io0Control

11.Valve

12.CAN/J1939

13.Truck Engine

14.3D camera system

15. ecomatController /
ecomatBasic

16.Gateway

17.RS232 Serial Interface
18.mobile Printer

Scope
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TARA - Why can the risk help us?

Devices - Threat Analysis and Risk Assessment

/’
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\
Functional
Requirements

Project )

System Architecture

change
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Identify Security Needs
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Analyze Threats

Threat
Risk Factors

Threat Catalog Control Catalog

)

Analyze Risks
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_/

TARA

ifm R & D + Group Services
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Threat Analysis and Risk Assessment

TARA Example

Assets, Risks and Mitigations

Attack Mitigation

_ User
Manipulate App 5 entication
User Application User
Copy App Authentication

Memory Dump  Housing

SRAM Safety
Protection /
Monitoring

SRAM-
Manipulation

Controller
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Threat Analysis and Risk Assessment — Why can the risk help us?

TARA

.

.....

R TTTEL i
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Threat Analysis and Risk Assessment — Why can the risk help us?

TARA

IMPACT

LOW  MEDIUM HIGH
. LIKELIHOOD Images on this slide were Al-generated by Microsoft Copilot
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DEV s

Traceability

Coding Rules

Source Code/Version Management
Static Code Analysis EX
Unit-Testing
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Cybersecurity Development

Development Process

V-Model and Documents

+ System Requirement Specification

 Traceability to the Testcases

(Whitebox) System Verification

System-Test-Plan
System-Test- Specifi cation

* Traceability to the TARA

ME-Testing=
ME-Testplan
ME-Testspec = All

- Traceability to the Detailed Requirements

ME-Testcases

- Testcases against requirements | || T .

HYi - Testing =
HYie -Testplan = All
HW -Testspec
Htf -Testcases

-+ Testcases were executed - Testreport

SW-Testing =
SW-Testplan

SWi-Testspec = All
SW-Testcases

Ursetzungs Implementation
Fachbereiche / Departrnents

——r
HWwW

\_ L | we | sw ] J | )
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Cybersecurity Development
Coding Rules Example

Set Secure Default Values

Rule: In case of errors or invalid inputs, secure default values
should be used.

Reason: To avoid unpredictable behavior.

X Unsecure:
// No Checks

EngineSpeed := HMI Input;
L. Secure: v/
IF (HMI Input >= 0) AND (HMI Input <= MaxSpeed) \/
THEN

EngineSpeed := HMI Input; .
ELSE

EngineSpeed := 0; // Secure & Safe default

END TF;

Cybersecurity component development
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Cybersecurity Development

Static Code Analysis

void calcValues() {
int result:
if (a=b + 0)

/1 result = zoro
do something

ISSUES

@ Presentation title

® Dead code @

== Unused variable
A Null pointer

CODE QUALITY

ilh

Detecting Dead Code
Violation of Coding Guideline
Syntax and Structure Issues
Security Vulnerabilities
Memory and Resource Issues

Complexity Issues
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Cybersecurity Development

Unit-Testing

voii :tc?::x::;:es() { T ES SY » Code Coverage

if Ffla=b+b
71 dacilt — Zoro « TEST 1 - Branch Coverage
}} do sometning :; :::;g + Logical Issues

« Attribute Issues

92%

CODE COVERAGE
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Security by obscurity

...don't tell anyone!
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Cyber Security - Development

Devices - Threat Analysis and Risk Assessment

a Project I 4

System Architecture

Identify Security Needs

Analyze Risks

Functional
Requirements

NG
Component
4 Analyze Threats

Data Flow
Threat Control
Risk Factors Risk Factors
Assumptions
Threat Catalog Control Catalog

change %
-

N [ ™
Security Manual

LT

AN J

ifm R & D + Group Services | Customer
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Documentation

Cybersecurity Manual

Cybersecurity component development

11644783/ 01 05/2025

©

Betriebsanleitung (Erganzung)
Cybersecurity

CR710S8
CR7118
CR720S
CR721S

116447683/ 01 05/ 2025

®

Operating instructions (supplement)
Cybersecurity

CR710S
CR711S
CR720S
CR721S
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Thank

Stay secure!
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